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What is Cyber Security?
Cyber security or information technology security are the techniques of protecting computers, networks, programs and data from unauthorized access or attacks that are aimed for exploitation. Major areas covered in cyber security are:
1. Information Security
1. Network Security
1. Application Security
1. Disaster recovery 

About the Course
Information security protects information from unauthorized access to avoid identity theft and to protect privacy. The InfoSec on a whole is a very broad term but is based on three fundamental concepts known as “CIA“. It consists of Confidentiality, Integrity and Availability. 
To maintain Information Security following are required – 
· Information Security Policies
· Organization of Information Security
· Human Resource Security
· Asset Management
· Access Control
· Cryptography
· Physical and Environmental Security
· Operation Security: Procedures and Responsibilities
· Communication Security
· System Acquisition, Development and Maintenance
· Supplier Relationships
· Information Security Incident Management
· Information Security Aspects of Business Continuity Management

Application security encompasses measures or counter-measures that are taken during the development life-cycle to protect applications from threats that can come through flaws in the application design, development, deployment, upgrade or maintenance. Some basic techniques used for application security are: 
· Input parameter validation, 
· User/Role Authentication & Authorization, 
· Session management, parameter manipulation & exception management, and 
· Auditing and logging.
· OWSAP


Network security includes activities to protect the usability, reliability, integrity and safety of the network. Effective network security targets a variety of threats and stops them from entering or spreading on the network. Network security components include: 
· Anti-virus and anti-spyware, 
· Firewall, to block unauthorized access to your network, 
· Intrusion prevention systems (IPS), to identify fast-spreading threats, such as zero-day or zero-hour attacks, and 
· Virtual Private Networks (VPNs), to provide secure remote access

Disaster recovery planning is a process that includes performing risk assessment, establishing priorities, developing recovery strategies in case of a disaster. Any business should have a concrete plan for disaster recovery to resume normal business operations as quickly as possible after a disaster. 


Conclusion
In an organization, to accomplish an effective Cyber Security approach, the peoples, processes, computers, networks and technology of an organization either big or small should be equally responsible. If all component will complement each other then, it is very much possible to stand against the tough cyber threat and attacks.

Level 2 – 
What is Cyber Security?
Cyber Security is the protection of computer systems from theft or damage to their hardware, software or electronic data, as well as from disruption or misdirection of the services they provide.

Why Cyber Security required?
According to Forbes, the global cybersecurity market is expected to reach 170 billion by 2020. 
The core functionality of cybersecurity involves protecting information and systems from major cyberthreats. These cyberthreats take many forms (e.g., application attacks, malware, ransomware, phishing, exploit kits) and these are very challenging with IoT, BYOD, Cloud; and stringent data protection mandates, such as the European Union’s General Data Protection Regulation and the National Institute of Security Technology (NIST) Cybersecurity Framework. Some of the common threats are outlined below in more detail.

Cyberterrorism is the disruptive use of information technology by terrorist groups to further their ideological or political agenda. This takes the form of attacks on networks, computer systems and telecommunication infrastructures.
Cyberwarfare involves nation-states using information technology to penetrate another nation’s networks to cause damage or disruption. In the U.S. and many other nations, cyberwarfare has been acknowledged as the fifth domain of warfare (following land, sea, air and space). Cyberwarfare attacks are primarily executed by hackers who are well-trained in exploiting the intricacies of computer networks, and operate under the auspices and support of nation-states. Rather than “shutting down” a target’s key networks, a cyberwarfare attack may intrude into networks to compromise valuable data, degrade communications, impair such infrastructural services as transportation and medical services, or interrupt commerce.
Cyberespionage is the practice of using information technology to obtain secret information without permission from its owners or holders. Cyberespionage is most often used to gain strategic, economic, political or military advantage, and is conducted using cracking techniques and malware.
To reduce RISK of cyber-attacks need to have HACKER Mindset (Problem solving, Critical thinking,  Tinkering, Exploring how things work.

About the Course
The course will enable to gain knowledge and skills required to install and configure systems to secure applications, networks, and devices; perform threat analysis and respond with appropriate mitigation techniques; participate in risk mitigation activities; operate with an awareness of applicable policies, laws, and regulations. Detailed topic of course : 
· Monitoring and Diagnosing Networks 
· Understanding Devices and Infrastructure
· Identity and Access Management
· Wireless Network Threats
· Securing the Cloud
· Host, Data, and Application Security
· Cryptography
· Threats, Attacks, and Vulnerabilities
· Social Engineering and Other Foes 
· Security Administration
· Disaster Recovery and Incident Response

Finally we will cover and discuss about other topics related to both information and cyber security such as the BYOD policy and cyber warfare.
By the end of this course, you would have gained a lot of knowledge and insights that can help to jump start your career as an information security professional


Duration:
4 days each level
